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Preface

Achieving the objectives of the defense strategy requires the transforma-
tion of the U.S. Armed Forces. Transformation results from the exploita-
tion of new approaches to operational concepts and capabilities, the use
of old and new technologies, and new forms of organization that more ef-
fectively anticipate new or still emerging strategic and operational chal-
lenges and opportunities and that render previous methods of conducting
war obsolete or subordinate.

—2001 Quadrennial Defense Review

The following substantiates this research topic’s importance based on 1) the 2001
Quadrennial Defense Review Report (QDR), 2) the fundamental tenets of Professional
Military Education (PME) which support its tone and tenor, and 3) the intent of the re-

search.
2001 QDR

Upon taking office on 11 January 2001, Secretary of Defense Donald Rumsfeld
clearly articulated his intention to radically transform the Cold-War-based military to en-
able it to better deter/defeat the emerging threats of a new, dynamic world order. Despite
strong criticism of his ideas on the rapid and comprehensive transformation he felt neces-
sary to break the dogmatic mindset that might continue to handicap true evolution within
the Department of Defense (DoD), his vision pervaded his first QDR. As such, the QDR
is centered on the threats of information warfare and space superiority, the need to com-
pel a true a priori architectural underpinning for interoperability and system-of-systems

engineering with respect to Command, Control, Communication, Computers, Intelli-
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gence, Surveillance, and Reconnaissance (C4ISR), and the metered organizational trans-
formation necessary to turn that vision into reality. That kind of transformation requires

strategic innovation. And that kind of innovation begins at PME.
Fundamental Tenets of PME

We recently had the privilege of listening to the Honorable Newt Gingrich, former
Speaker of the House, where he discussed those very tenets--transformation, vision, and
innovation. Addressing the ACSC student body, he noted: “You are entering a world
where you’re going to have a series of really big changes and you need to be thinking at
non-verbal levels, not just at rational cognitive levels. You need to think about underly-

51

ing patterns.” He discussed the ubiquity of information and our dependence on it, prov-
ing his point by reminding us that we rarely even check our automated gas receipts.

But what if its database was corrupted or the communication links failed? What if
that happened in theater? It did. On 17 Jan 1991, at the onset of Desert Storm’s air war,
the Eastern Pacific Defense Satellite Communications System (EASTPAC DSCS III) ex-
perienced a sun sensor anomaly and went off-line for six hours. And in May 1998, 40M
people were left without pager, ATM, and/or cell-phone service when Galaxy IV (a
Hughes HP601 communications satellite), permanently failed with no back-up. It’s just
not people that are affected anymore--systems themselves are becoming mutually de-
pendent on each other. Iridium®, many emergency service functions, and Globalstar®
all depend on GPS for the timing that synchronizes their frequency management algo-
rithms--take down GPS, and you take down much more than just navigation. Several

Low-Earth Orbit satellites as well use GPS for attitude control. Mr. Gingrich was on tar-

get--we need to think radically differently, and develop new paradigms. That’s where

X



PME comes in.

The true goal of any PME program is to consider, test, and develop new ideas; and to
apply critical thinking--*. . . that mode of thinking . . . in which the thinker improves the
quality of his or her thinking by skillfully taking charge of the structures inherent in

2
7% Defense

thinking and imposing intellectual standards upon them [emphasis added].
departments the world over are simply not structured to embrace innovative ideas and
question new ways of executing their awesome responsibilities on a continual basis due
to the rigid, hierarchical nature required to command and control forces where people’s
lives and national sovereignty are continuously at stake. Those same departments there-
fore developed PME to debate innovation while likewise ensuring utility. PME and in-
novation have a long and respected synergy. Three examples follow.

Kriegsakademie. The German Army has a history of engaging advanced educa-
tion in the art of war to its fullest extent moreso than has any other county. This empha-
sis was particularly notable in the Interwar Period (1919-1939), where a new force--air
power--evolved. Germany’s prestigious PME academy, the Kriegsakademie® was an

“exclusive and rigorous three-year school where Germany’s top officers

were trained to embrace ‘mission-type’ orders to improve the innovation

and efficiency of their future charges. . . . [It] stressed innovation and

flexibility over mechanical, doctrinaire, ‘school solutions’ which had
dominated training programs up to that time.”*

And innovation was indeed key at the Kriegsakademie--students were ranked not
only with respect to academics, but with respect to the degree of innovation (and requisite
feasibility) in their solutions. “Top Kriegsakademie graduates joined an elite general
staff corps that dominated both military planning and operations. Realistic and innova-
tive ideas were further analyzed, critiqued and adopted.” 1In a further attempt to break

traditional institutional biases against change, “the Kriegsakademie leadership also



stressed the advantages of leveraging new technologies to the extent possible.”® As such,
the Kriegsakademie birthed German submarine warfare, the combined-armed doctrine in-
stantiated in the concept of the Blitzrieg, and architected the doctrine that was largely re-
sponsible for Germany’s initial devastating and rapid European domination, where Po-
land was overrun in two days, “the effective destruction of the Red Air Force as a fight-
ing force”’ was completed within three days of the German Barbarossa offensive, and
France sued for peace within four weeks of the German onslaught in May 1941.

US Army Command and General Staff College. Both the US Army Command
and General Staff College (USCG)® and the Air Corps Tactical School (ACTS), estab-
lished in 1926, were fashioned in the image of the Kriegsakademie. That legacy began at
the USCG whose

“most important contribution to the austere interwar Army was producing
thinkers. In World War II, the college concentrated on mass-producing
doers-16,000 of them-who were specifically trained for the war in pro-
gress. There was little uncertainty as to who the enemy would be, where
the war would be fought or what technology would be employed. During
interwar periods, uncertainty prevails, so logic suggests that during such
times the Army needs thinkers who can do more than execute current
doctrine. Officers should view their profession from a broader perspec-
tive, thus adapting more readily to the next war's unanticipated condi-
tions [emphasis added].””

This passage is particularly poignant given Secretary Rumsfeld’s personalized for-

ward in the QDR after the 9/11 attacks which noted:

“The attack on the United States and the war that has been visited upon us
highlights a fundamental condition of our circumstances: we cannot and
will not know precisely where and when America's interests will be
threatened, when America will come under attack, or when Americans
might die as the result of aggression. We can be clear about trends, but
uncertain about events. We can identify threats, but cannot know when
or where America or its friends will be attacked [emphasis added].”"°

Today uncertainty prevails. Today we must adapt. Today we must innovate.
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Air Corps Tactical School. Like the Kriegsakademie and USCG, the intent of
ACTS remained intact--
“the focus, scope, and intent of ACTS [is] the guiding force for aviation
technology and doctrine development.” [The ACTS faculty realized] the
lessons learned from World War I airmen seemed of minimal benefit to
the development of theory or doctrine. [In WWI ] airpower was used as
an auxiliary weapon, mostly in an observation role [where] fighters
worked as escorts for observation aircraft [and] bombers served as an ex-
tension of the artillery. This early application of airpower supported pri-
marily the defensive side of warfare. A new vision of strategic airpower

was needed to appreciate the offensive role of airpower in battle [emphasis
added].” "

ACTS was founded to ensure we simply do not prepare to fight the last war. It be-
came a “sounding board for ideas [which were] often considered controversial within the
services, and its ideas and teachings often strayed from official Army policy.”'? This
bears a remarkable resemblance to where Information is presently--for centuries an indis-
pensable support tool as information-in-warfare, but now expanding to include informa-
tion warfare itself. That Sun Tzu characterized all war as deception'® 2500 years ago
makes it no less relevant today--all war is still deception and its vector--information--has
now emerged as an effective offensive and defensive weapon in its own right capable of
simultaneously paralyzing the enemy at the tactical, operational, and strategic levels at
any point on the conflict spectrum. It provides, for the first time, the very real possibility
of defeating the enemy without engaging in force-on-force battle--the pinnacle of the art
of war, according to Sun Tzu."* Harvesting this force requires a new thought process, in-
novation, and the breed of transformation demanded to meet the Secretary’s vision articu-

lated in the QDR.
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Intent of the Research

This research topic is simply one possible method, albeit provocative, to achieve that
vision. I assert the transformation called for in the QDR, as a result of the dynamic world
environment and technological change is so pressing and so radical, it can best be
achieved through radical restructure. Its requisite magnitude has precedent--the Army’s
air forces separated from its parent 55 years ago because the nature of warfare had
changed so significantly with respect to technology and the new international dynamic.
Every national instrument of power (IOP)--particularly every aspect of the military--is
becoming increasingly more dependent on/vulnerable to adversary information opera-
tions. And while we have been and continue to be attacked, we are not building the in-
frastructure to support this evolving method of warfare. Information Operations has been
stymied by a kinetic, force-on-force mindset, and while the elements--C4ISR, space op-
erations and information operations--needed to achieve true information dominance now
exist, they are handicapped by an antiquated schema of categorization which obscures
their inherent synergy and therefore their true potential. Secretary Rumsfeld was like-
wise critical noting: "We're so conditioned as a people to think that a military campaign
has to be cruise missiles and television images of airplanes dropping bombs and that's
just false.”"

Information Operations and C4ISR are simply mirror images of each other--learn to
do one well, and you learn to defeat the other well. And just as land forces, air forces and

sea forces expose--and then resolve--their vulnerabilities through perfecting their of-

fenses, so too will these two disciplines support each other’s mutual defensive and offen-
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sive capabilities, if only they can be integrated.'®

I only ask that the reader start with a ‘clean-sheet-of-paper-mentality’, and develop
with me, using the Mission Needs Analysis'’ that regulates all new major acquisitions,
the optimal construct to defeat a new enemy, disciplined only by the same constructs that
underpin all five services--capabilities, core competencies, tenets, and doctrine. Each
service has core capabilities, which, when integrated, become core competencies, in turn
integrated into fundamental tenets, which support the venerable Principles of War.'®

LtCol Joseph Reynolds, the director for the Airpower Studies Course in ACSC-02,
emphasized that “the ACSC environment is essentially non-threatening; therefore, the
opportunity to discipline one’s mind through inquiry is a plum ripe for picking. The Air-
power Studies ...course’s aim is not to reside at the lower levels of cognitive challenge.
Instead, the course aims to inspire each student to reach higher levels of learning through
personal application . . . while gaining an appreciation for the relationship between
evolving airpower thought and military effectiveness [emphasis added].”"’

The single most important lesson I learned from LtCol Reynold’s course was that the
Air Force, despite being successful, has not been efficient, consistently returning to un-
substantiated (and in fact refuted) dogma centered on a desperate “search for Douhet.”
My goal is simply to ask the reader to think about information differently--to break that
dogmatic thinking, and if a new service does not emerge, at least for readers to recognize
the weapon that Information has become and how inefficiently we build and wield that
weapon. I make a convincing argument by showing that an Information Service actually
encompasses analogous attributes each of the five current services already execute for

their own environments--Land, Sea, Coastal, Littoral, and Air. I did not mistakenly ne-
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glect the space environment currently under the Air Force’s purview. Space, I will suc-
cessfully argue, is only a medium for information and as such, should instead fall under
the Information Service’s purview.

A separate service--any separate service--with its commensurate redundancies, bu-
reaucracies, presumed cost, and the need to overcome the tremendous inertia necessary to
apportion/re-assign people, funds, and resources, may indeed appear an implausible topic,
no matter what the role that new service would execute--be it a separate Space Service, a
separate Submarine Service, a separate Homeland Defense Service or a separate Informa-
tion Service. Changing attitudes takes time. (In fact, the Army was still debating the
need for a separate Air Force in the 1970’s.) The topic may in fact appear too obtuse to
warrant serious intellectual excursion. After all, the services have been struggling with
the concept of the next apparent separate service--a Space Force for two decades. Recent
significant DoD organizational changes provide the institutional underpinnings required
to slowly conceive such a Space Force. These changes include: designating the USAF as
the executive agent for space; elevating the position of the Undersecretary of the USAF
to the position as the Space Acquisition Executive (dual-hatted as the Director of the Na-
tional Reconnaissance Office (NRO)); and the creation of a 4-star billet (the first ever
non-rated 4-star billet) for Air Force Space Command (AFSPC), to be commanded by
Gen(S) Lance W. Lord. In addition, as Col Steven Chiabotti, Dean at the School for Ad-
vanced Airpower Studies also cautioned, taking on such a subject could be interpreted as
biased, or even self-serving. As an Airman first, an officer second, and a space specialist
third, one may presume I have a vested interest in breaking out into a separate service,

whether information or space, given my service’s dominant leadership calculus. That
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certainly could be the interpretation, albeit an incorrect one. I acknowledge the criticism.

So why consider the subject at all? Because Information has changed, and our dog-
matic conscripts on what is war and what is not, predicated on wholesale death and de-
struction may no longer hold true for an increasing number of conflicts. And while the
DoD has certainly made some organizational changes to adapt, and have likewise ac-
knowledged the threat, I believe it has not yet grasped the extent of that threat and as
such, has not made the necessary organizational changes. Our adversaries are thinking
asymmetrically because we have forced them to think--and act--asymmetrically--they
simply cannot “take us on” symmetrically. Yet there will always be conflict given the
necessity to constantly maintain the balance of power in an anarchistic international secu-
rity environment, leaving our adversaries no other choice with which to realize their na-
tional security objectives.

It is with the past history afforded us through the intent of the Kriegsakademie and
the original conception of ACTS, together with ACSC’s fundamental purpose, that this
paper considers this fundamental question: “Does the past embodiment, current instantia-
tion and continued acceleration of the weaponization of information support its emer-
gence as a separate service, co-equal with its five sister services, and if so, what elements
from those services should be incorporated into a single service construct?”

Before we begin to take advantage of the opportunity afforded by PME, I would like
to first thank several people. First, I would like to thank PA Denk and Dr. Froelich from
the Maxwell Clinic for correctly diagnosing and treating me with compassion and respect
after I fractured my lower vertebrae. They truly represent what all Air Force Medial Staff

should strive to be. I would also like to thank Maj Greg Durand for his friendship, sense
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of humor and help. Likewise, I would like to thank Maj Greg Reiter and his wife Audrey
for their compassion, friendship, and hospitality. Several faculty members were critical
to this project as well. Dr. Paul Kan and LtCol Reynolds encouraged me to think innova-
tively, supported and focused my undisciplined thoughts, and opened my eyes to the
more profound world of International Relations, which I hope to pursue further. I would
like to thank both LtCol Ide, LtCol Jim Jovene and Majs Jeffery “Can” Scott, Scott
“Sleepy” Schlieper and Kurt “Coyote” Austin for their support after my injury, and never
making me feel less of a contributor when I could not always participate. I would like to
thank my faculty advisors, Maj Tom “Chill” Childress and Maj Bridget Carr for their sin-
cerity, remarkable encouragement, support when source material was difficult to liberate,
and incredible patience for this project. Finally, none of this would have been possible
without my wife Kim’s inhuman patience, frequent flights, constant encouragement and

unconditional love and support.
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divisions offensively. Even in a defensive position awaiting the enemy assault, our bul-
lets take the offensive. So the defensive form of war is not a simple shield, but a shield
made up of well directed blows.” This was demonstrated in the Arab-Israeli Six-day war,
where Israel was forced into offensive means to prevent attack. (See: Carl von
Clausewitz. On War. Edited and translated by Michael Howard and Peter Paret.
(Princeton NJ: Princeton University Press, 1976), 357.)

'” «“Mission Needs Analysis (MNA). An analysis designed to assess one’s ability to
accomplish the tasks identified during the Mission Area Analysis. The [MNA] uses a
task-to-need methodology to identify mission needs. It can also highlight technological
opportunities and identify reliability and maintainability improvements that enhance war-
fighting capability.” (See: CICS 3170.01B. Requirements Generation System, 15 Apr
2001, C-A-1.

18 Simplicity, Unity of Effort, Mass, Maneuver, Objective, Offensive, Surprise,
Economy of Force, and Security. (See Appendix A.)
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Notes
¥ LtCol Joe Reynolds. “How to Study Things . . . Like Airpower.” Airpower Stud-

ies AP Coursebook Academic Year 2002. Air Command and Staff College Department
of International Security and Military Studies. Aug 2001, 4.
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Abstract

Information Superiority is an overarching and integrating construct in both Joint Vi-
sion 2020 and the 2001 Quadrennial Defense Review and is codified in both the 2000
National Security Strategy (NSS) and the 1997 National Military Strategy (NMS) . Yet
the services still have no comprehensive definition of information operations (which pro-
vides for information superiority) and in fact, offer transposed definitions of Information
Warfare (IW), Information Operations (IO), and Command and Control Warfare (C2W).
This confusion precludes effective development of doctrine, training and unity of effort.
This paper uses the objective construct of a Mission Needs Statement to discipline the
following question: “Does the past embodiment, current instantiation and continued ac-
celeration of the weaponization of information support its emergence as a separate ser-
vice, co-equal with its sister services, and if so, what elements from those services should
be incorporated into a single service construct?”

Its main goal is to offer an alternative construct to the historical Western prescription
of kinetic, force-on-force enemy contact, inculcated in American doctrine and culture, to
best prepare for both the ongoing conflict and the next war. It highlights the concern that
even as the DoD--and American society--become more dependent on information, they
become more vulnerable as a result of that dependency. Yet there is no proportionate in-
crease in defensive measures or the necessary organizational transformation to strengthen

those defenses. The research concludes that a separate service can best focus limited re-
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sources and provide true systems-of-systems (SoS) engineering, developed a priori as
proper architectural constructs, and will best meet the economic, military, and political
needs of a future multi-dimensional war. It will show a separate service will likewise
best support national security objectives by exploiting the inherent synergy between
C4ISR, information operations, information-in-warfare, space operations, and electronic
warfare. The research concludes by offering a strawman construct on the structure of

such an Information Service.
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Chapter 1

Introduction

The QDR highlights both the imperative for the United States to maintain
an unsurpassed capability to conduct information operations, as well as
the need to strengthen U.S. capabilities in these areas. DoD must also de-
velop an integrated approach to developing information system require-
ments, acquiring systems, and programming for the force of tomorrow.
The ability to conduct information operations has become a core compe-
tency for the Department.

—2001 Quadrennial Defense Review

This chapter introduces the problem, the framework and the strategy to attack the
question posed in the abstract. The problem is determining the viability of creating a
separate Information Service (I-Service) to meet the QDR vision with respect to Informa-
tion Operations (IO). The scope and potential for parochialism demand the strategy for
analyzing that problem be objective, logical, and precedented. The DoD acquisition sys-
tem provides such a framework through CJCS 3170.01B and the DoDD “5000” acquisi-
tion series, which together discipline all DoD acquisitions. All major DoD acquisitions
begin with a Mission Needs Statement (MNS), “a non-system-specific statement of op-
erational capability need written in broad operational terms.”* The MNS documents the
results of a Mission Needs Analysis (MNA) which determines if the extent of a new
threat requires no change, changes to an existing system, or development of a new sys-

tem. Thus, the strategy employed analogizes a new service as a new system acquisition



and then uses the common vernacular, familiar construct, and proven objectivity of the
MNS structure to adjudicate the need for that new system. A MNS meets stringent, in-
flexible criteria:
1. Identify the connection to the Defense Planning Guidance (including connection
to the NSS and QDR)*!
2. ldentify the nature of the threat and the need to counter that threat™
3. Identify non-materiel alternatives (i.e. explain why current systems cannot meet
the threat)®
4. Identify potential materiel alternatives (i.e. explain the construct of new sys-
tem)24
5. Identify constraints (explain manpower, facility, legal, etc. constraints)*
Additionally, the MNS construct ties the I-Service structure to a capability-based ar-
chitecture,”® (a critical evolution for the Administration), against a non-specific threat

vice instantiated nation-state threats. The caution here is that threats--not capability--still

drive the DoD budget (Fig. 1). 1. Table 1 organizes the resulting framework.

Defense Spendina as % of GDP
40 1997 3.3%
: : ! 1 1998 3.1%
| | ' 1999 3.0%
35 Vyorld War Two . 2000 3.0%
1 1 1 1 2001 2.9%
' ' ! 2002 2.8%
30 1 i |
1 1 1
25 : : :
1 1 1 \
1 1 1
20 14— World War One +
15 i
1
1
10 t
Spanish- !
American !
5% 14— war :
1
0 ----------------
1890 1910 1930 1950 1970 1990
Imperialism I Fascism I Communism I ?

Figure 1: Defense Spending As Function of Threat”’



Table 1: Research Organization Based on MNS Structure

MNS Criteria Research Equivalent Chapter/Appendix Main Conclusions
N/A Overview 1 - The framework is logical
Introduction and objective
1. Identify the con- | Is there a threat estab- - Preface - All conclusions centered on

nection to the De-

lished in the NSS, NMS,

- Pervasive--used to ini-

QDR’s six main goals

fense Planning and QDR? tiate, and used through-
Guidance Ifso... out, each chapter
2a. Identify the na- | Is that threat broad and 2 - The threat is broad and en-
ture of the threat enduring? The Threat during with respect to time,
the continuum of actors, the
Ifso... conflict spectrum and the
10Ps
2b. Identify the What is the scope of the 3 - The DoD needs stand-
Need countermeasure to neu- | The Need for a Coun- ardized definitions of IO and
tralize that threat now termeasure the Infosphere and a single
and in the future? IO Lead
- C4ISR, EW, and space op-
Ifso. .. erations are symbiotic and
should be treated as a single
mission area
3. Identify Non- Does that counter- 4 - “The requirements for that

material alternatives

measure require a sepa-
rate service to be effec-
tive?

Ifso. ..

The Status Quo

unique expertise are not be-
ing fulfilled*®

- “The resources of that ex-
pertise are not being used
properly *

- “Only an independent
[Service] can provide a ca-
pability that is considered vi-
tal to national defense.”

- The I-Service meets the
same criteria as do the other
services

4. Identify Potential
Material Alterna-
tives

What would be the main
components of that ser-
vice?

5
The Information Service

The I-Service would

- Consist of a small cadre
of military
- Be supported largely by in-
dustry
- Have a similar structure to
that of the Coast Guard to
optimize the civilian-military
duality of its mission while
preserving Posse Comitatus

5. Constraints

Not included due to
space limitations

- Pros/Cons included
throughout report

- Main constraints:

-- Perceived Cost

-- Personnel

-- Inertia

-- Space Command

-- Services concern with
potential non-support




Chapter 2 proves the threat is broad and enduring with respect to time, the continuum
of actors, the conflict spectrum, and the national scope. Chapter 3 details the scope of the
countermeasure needed to neutralize that threat now and in the future. It postulates a uni-
fying definition to best focus limited resources. Chapter 4 proves that the current DoD
structure (i.e. the non-materiel solution) has proven itself sub-optimal in defending
against the threat by proving several primary and secondary assertions with respect to the
problem, based primarily on span of control, dogmatic thinking, and incompatibilities
with the current military establishment. Chapter 5 provides a strawman of the materiel
alternative--i.e. the [-Service. It defends the premise that a military vice a civilian agency
is required, and should be supported by an industrial base that has already far surpassed
the military in terms of Information Technology (IT). Appendix A provides a summa-
rized list of near-term actions to eventually enable an [-Service. Chapter details are in-
cluded in subsequent, respective appendices--i.e. Appendix B provides details corre-

sponding to Chapter 2, Appendix C corresponds to Chapter 3, etc.

Notes

20 CJCS 3170.01B. Requirements Generation System, 15 Apr 2001, C-A-1. Note:
“MNS” is pronounced “mins.”

I “Defense Planning Guidance Element. Identify the major program planning objec-
tive or section of the Defense Planning Guidance to which this need responds. Also refer-
ence the Joint Intelligence Guidance, DOD Strategic Plan (Quadrennial Defense Review),
and Military Department long-range investment plans, if applicable.” (See: CJCS
3170.01B. Requirements Generation System, 15 Apr 2001, C-A-1.)

2 “Mission and Threat Analyses.  Discuss the Defense Intelligence Agency-
validated threat to be countered as well as the projected threat environment and the short-
falls of existing capabilities or systems in meeting these threats. Comment on the timing
of the need and the general priority of this need relative to others in this mission area.”
(See: CICS 3170.01B. Requirements Generation System, 15 Apr 2001, C-A-1.)

3 «“Nonmateriel Alternatives. Discuss the results of the mission needs analysis. Iden-
tify any changes in US or allied doctrine, operational concepts, tactics, organization, and
training that were considered in the context of satisfying the deficiency. Describe why




Notes

such changes were judged to be inadequate.” (See: CJCS 3170.01B. Requirements Gen-
eration System, 15 Apr 2001, C-A-1.)

#* «Potential Materiel Alternatives. Identify known systems or programs addressing
similar needs that are deployed or are in development or production by any of the Ser-
vices, agencies, or allied nations. Discuss the potential for inter-Service or allied coopera-
tion. Indicate potential areas of study for concept exploration, including the use of exist-
ing US or allied military or commercial systems, including modified commercial systems
or product improvements of existing systems.” (See: CJCS 3170.01B. Requirements
Generation System, 15 Apr 2001, C-A-1.)

> «Constraints. Describe, as applicable, key boundary conditions related to infra-
structure support that may impact on satisfying the need: available facilities; logistics
support; transportation; global geospatial information and services support; manpower,
personnel, training, environmental, and occupational health constraints; spectrum sup-
portability; command, control, communications, and intelligence interfaces; security;
standardization and interoperability within DOD components, North Atlantic Treaty Or-
ganization, other allies and friendly nations, as well as US Government agencies and non-
Government organizations. Address the operational environments (including conven-
tional; initial nuclear weapon effects; nuclear, biological, and chemical contamination;
electronic, electromagnetic and natural) in which the mission is expected to be accom-
plished. Define the level of desired mission capability in these environments.” (See:
CJCS 3170.01B. Requirements Generation System, 15 Apr 2001, C-A-2.)

26 «“The new defense strategy is built around the concept of shifting to a ‘capabilities-
based’ approach to defense. . . . A capabilities-based model--one that focuses more on
how an adversary might fight than who the adversary might be and where a war might
occur--broadens the strategic perspective. It requires identifying capabilities that U.S.
military forces will need to deter and defeat adversaries who will rely on surprise, decep-
tion, and asymmetric warfare to achieve their objectives.” (See: US Department of De-
fense. Quadrennial Defense Review Report. Washington DC: U.S. Government Printing
Office, Sep 2001, 14)

%" Loren B. Thompson. Phd. Rumsfeld’s Challenge: Does this Ship Turn. Briefing.
Lexington, MA: Lexington Institute, August 2001, 4.

*¥ Shawn P. Rife. “On Space Power Separatism.” In dirpower Studies: AP Course-
book Academic Year 2002. Compiled by LtCol Micheal Fiedler, Phd, et al. Air Com-
mand and Staff College: Department of International Security and Military Studies.
Maxwell, AFB, AL. Aug 2001, 393.

* Tbid.

* Ibid.




Chapter 2

Mission Threat Analysis: The Threat

Technological advances create the potential that competitions will develop
in space and cyberspace. Space and information operations have become
the backbone of networked, highly distributed commercial civilian and
military capabilities. Similarly, states will likely develop offensive infor-
mation operations and be compelled to devote resources to protecting
critical information infrastructure from disruption, either physically or
through cyber space.

—2001 Quadrennial Defense Review
Because of our military strength, future enemies, whether nations, groups
or individuals, may seek to harm us in nontraditional ways including at-
tacks within the United States. Our economy is increasingly reliant upon
interdependent and cyber-supported infrastructures and nontraditional at-

tacks on our infrastructure and information systems may be capable of
significantly harming both our military power and our economy.

—Presidential Decision Directive 63
Section II of an MNS details the significance of a new or evolved threat based on
government policy and independent threat analyses to ascertain its nature, scope, and ex-
tent. This chapter show the 10 threat is both broad and enduring with respect to time, the
continuum of actors, the conflict spectrum, and underpins all national 10Ps (Fig. 2). It

also demonstrates that threat is growing even as US vulnerabilities are growing.
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Figure 2: Information Window With Respect To Actors/Time/Conflict Spectrum’'

The threat is broad and enduring with respect to time. “All warfare is based on

deception.”” And all deception is based on information whether one simply denies it
from an adversary, alters it in a such a way that the adversary is maneuvered into a de-
sired course of action (COA), or uses it to overwhelm the adversary’s Observe-Orient-
Decide-Act (OODA) Loop. Information--and denying it--has been central to conflict
since primitive tribes first fought over resources. Couriers (i.e. early communication sys-
tems) became so critical as Total War emerged during the Napoleonic era, they were pro-
tected under the law of warfare and could not be harmed.”® Information will remain criti-

cal as it is the essential element behind the balance of power, necessitated by the current



international system of structural realism. States learn what an adversary, ally, or com-
petitor is doing that could affect its own national security, and act to mitigate any advan-
‘[age.34

All the venerable military strategists recognized the criticality of information as well.
Sun Tzu and Niccolo Machiavelli’> were but two of the many strategists who recognized
information could actually preclude war by decimating the enemy’s plans without armed
force, with the latter noting: “. . .to subjugate the enemy's army without doing battle is the
highest of excellence. Therefore, the best warfare strategy is to attack the enemy's plans,

9936

next is to attack alliances, next is to attack the army, . . . Modern strategists agree.

Liddell Hart noted “[t]he real target in war is the mind of the enemy commander, not the
bodies of his troops.”’ Clausewitz elevated information to the same level of the funda-
mental construct of war--danger, direct force, and friction--devoting an entire chapter of

On War to the subject noting information was “the foundation of all our ideas and ac-

5938 9

tions. Jomini demanded his generals neglect no opportunity to gather information.’

Finally, AF doctrine states: “Dominating the information spectrum is as critical to con-
2540

flict now as controlling air and space, or as occupying land was in the past.

The threat is broad and enduring with respect to the Set of Actors. Information

is not only critical to military operations, but to every aspect of modern life. Yet it can be
exploited and denied by a broad range of actors ranging from state actors, to state-
sponsored actors, to non-state actors (e.g. hackers). Examples follow:

State Actors. The QDR supports the assertion that the next peer competitor ap-
pears to be China or a resurgent Russia in the next 15-20, stating:

“Asia is gradually emerging as a region susceptible to large-scale military competi-



tion. Along a broad arc of instability that stretches from the Middle East to Northeast
Asia, the region contains a volatile mix of rising and declining regional powers.”41

The Chinese continue a robust and pervasive restructuring of their armed forces be-
gun in the early 1990’s into a lighter, more expeditionary force. They are also “working
to incorporate the concepts of modern warfare ...and have placed a priority on develop-
ing the technologies and tactics necessary to conduct rapid tempo, [high-tech] warfare.”*
This is in line with the Asian Way of Warfare as well. Maoist in theory, it is the type of
war China would have to fight against a technologically superior foe, like a US-led coali-
tion. US dependence on Information “places a bull’s eye on C4ISR.”* Dr. Paul Kan, an
instructor at ACSC specializing in International Relations with a concentration in
Asian/Pacific Security, explains the Asian view of war as being centered around vulner-
abilities and strengths--using one’s strengths against an adversary’s vulnerabilities.* Yet
the DoD remains structured symmetrically,45 and geographically. Even a future peer
competitor will not likely try to engage the US directly, given the overwhelming force in
a direct force-on-force engagement.*® Several independent analyses support Dr. Kan’s
conviction. The U.S. Report on China's Military Power states “China increasingly is
viewing [IO/IW] as a strategic weapon to use outside of traditional operational bounda-

ries.”"” Synthesizing these independent analyses in tabular form (Table 2) highlights the

evident focus of Chinese preparation:



Table 2: Focus of Chinese Military Evolution

Asymmetric Symmetric
General 10/C4ISR/EW-Specific General 10/C4ISR/EW-Specific
- A preponderance of - Importing “a variety of | - Continued reliance on | - Increased emphasis on
thought on fighting foreign technologies,” hardened command EW, mainly through re-
without winning, par- | and technical assistance | complexes remaining verse engineering Western
ticularly through pre- which could be used to from the build-up products™

emptive attacks that
turn American public
against any effort™

develop ground-based
anti-satellite (ASAT)
capability including
lasing and optical rang-
ing systems.”"

against Russia and
impervious to all but the
most lethal US PGMs

- A strategy of "victory | - Developing GPS jam- | - An aggressive pro- - Accelerated and aggres-

through inferiority over | mers> gram to procure modern | sive development of elec-

superiority."”! SAM systems™ tronic countermeasures
(ECM) doctrine, including
subsequent training™*

- Continued aggressive | - China's military- - A highly redundant C3 | - Stealth technol-

C4l1. Because “China
still lags far behind
western standards for
controlling complex
joint operations and
lacks the robust C41
architecture required to
meet the demands of
the modern battlefield”
preemptive, asymmet-
ric attacks are ex-
pected™

backed industries also
have entered into joint
ventures with foreign
firms to produce GPS
receivers, which may
find their way to mili-
tary weapons.”*

structure separate from
the more vulnerable
civilian PSTN network
providing for multiple
redundancies’®’

ogy/warfare including
aircraft, ships, tanks, and
missiles noting. “In future
wars . . .target detection
will mean immediate
elimination”®

Continued exploitation
of the civilian cell
phone market®

- Accelerated develop-
ment of methods for
computer network attack
(CNA)--as part of its
overall 10 strategy. The
report concluded that
“as it develops more ex-
pertise in defending its
own networks against
enemy attack, it is likely
to step up attempts to
penetrate foreign infor-
mation systems.”*

- Precision warfare: . .
.precision in reconnais-
sance (spying) and ad-
vance warning, in in-
formation transmission,
in command coordina-
tion, in mobile position-
ing, in target strikes,
and in [BDA].®'

- China is believed to have
a highly developed elec-
tro-optic industry, as well
as the ability to field
blinding laser weapons,
including tactical laser
weapons”

- Veiled peacetime
demands for virus
samples and antidotes
as a predicate for doing
business with US soft-
ware firms®

- “Computer virus war-
fare. In future wars, op-
erations against military
computers will become
a key type of informa-
tion warfare.”**

- Rapidly take the of-
fensive. They noted
that “Yugoslav and
Iraqi forces were de-
feated due to excessive
passivity” and that both
Saddam and the Serbian
army should have taken
offensively attack the.
US infrastructure®

- “China will purchase a
new generation of high-
tech military equipment
from Russia worth $15B
and cooperate with Russia
in producing 180 to 200
Su-27 modified fight-
ers.”%
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Table 2 (Cont.): Focus of Chinese Military Evolution

Asymmetric Symmetric
General 10/C4ISR/EW-Specific General 10/C4ISR/EW-Specific
- China and Russia will | - Launch pre-emptive - China and Russia have
cooperate in developing | attacks® before the en- | teamed to develop a joint
a new generation of emy (the US -led coali- | countermeasure against a
military aircraft and sur- | tion) can assemble its US ABM system”’

face-to-surface, surface- | forces, particularly
to-air and air-to-air mis- | when they are in politi-

siles; in developing la- cal deliberations to

ser, light-beam, neutron | counter the US’s pub-
and other high-tech licly announced JV2020
weapons; and in con- approach--rapid, full
ducting joint military spectrum®

exercises and live, simu-
lated hi-tech maneu-
vers.”’

Priority on strategies
that will rapidly lead to
domination of “land,
air, sea, space, and elec-
tromagnetic spheres of
the battlespace””'

Sources: Multiple.

It is even more instructive to analyze what the Chinese are not investing in. There is
no evidence China is currently developing either the capability to conduct launch-on-
demand launch operations or a global satellite tracking network.”” The implication is
clear: with their emphasis in EW, space control, laser development, and an operational
model far less dependent on space, they appear to be planning to attack US space systems
with ground-based jammers deep inside China where US forces cannot negate them
without violating Chinese airspace. The Chinese can then hold US space systems hostage
1.7

for political gain, no different than when they held the EP-3E crew in April 200

Non-State Actors. The economy of the U.S. and indeed the world depends on

electronic networks--millions of messages and billions of dollars are transferred over
them daily. The Defense Science Board (DSB) agrees--noting “the threat . . . goes well

beyond the [DoD] . Every aspect of modern life is tied to a computer system at some

11
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Figure 3: Non-State Actors . .. Or Not?™*

point, and most of these systems are relatively unprotected.”” Independent and state-
sponsored hackers have proven this vulnerability time and time again and as such, their
appeal as targets. Table 3 summarizes some of the more costly cyberattacks, estimated to
represent only 7-20% of the actual number.”® Of particular concern is the secondary ef-
fects computer network attacks (CNA) could have. Lacking signals intelligence assets, a
third world power could launch a computer attack in order to maneuver the DoD to
means that can be compromised. For example, in the Code Red attack, the DoD took
many networks off-line and instead “[tried] to determine other ways of allowing the pub-
lic to access information -- telephones, fax machines, or other ways of communication.””’

Cyberattacks are deceptive. They are nearly impossible to trace and few leave audit
trails. The DSB emphasized “a structured [IO] attack could be [executed] by a foreign
country or terrorist group under the guise of unstructured hacker-like activity and, thus,
could cripple U.S. readiness and military effectiveness.”’® CNA is therefore a superior

form of asymmetric warfare--inexpensive IO methods to persistently wear down the eco-

nomic backbone of a country, while [simultaneously] devastating its infrastructure.”

12
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And there are far more people, creating far more vicious attacks (Fig. 4) than ever
before, as software becomes more complex and subsequently more vulnerable. Tools, as

shown in Fig. 5, likewise are becoming far more available and far more destructive, for

Figure 4: Information Attacks Are Increasing at an Exponential Rate
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Figure 5: Trends in Cyberwarfare®
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non-political purposes. Being non-political, such acts do not meet the criteria of war, i.e.

“organized violence carried on by political units against each other,” further perplexing

the military mindset on what constitutes a legal combatant or even a traitor. '

Table 3: Cyberwarfare Damage

Year | Code Name Actor Worldwide Payload® # Com- Affected
Economic puters Af-
Impact fected
(01, US $B) ™)
2001 | Nimda Hacker $0.635 - Worm: Non- 8.3
destructive
- Compromised
the security of in-
fected hosts
- Acting as SoS
- Indiscreet Sub-
ject Line®
2001 | Code Red(s) | Hacker $2.62 - Worm: Installed - Qwest
“back doors" on Comm
infected com- - Microsoft
puters, leaving - AT&T
them vulnerable - FedEx®>
to future hack-
ing8
2000 | Love Bug Hacker $8.75 Virus: Destroyed | 45 - Silicon
Data Graphics
- DoD
- Federal Re-
serve
- Others86
1999 | Melissa Hacker $1.10 - Macro Virus
- Precursor agent
- Lowered secu-
rity settings on
MS computers
making them vul-
nerable to other
viruses
Ongo | Moonlight State- - Significant | - Distributed co- DoD and | Data Theft
ing Maze Spon- data threat ordinated attacks | University | -“naval codes
sored at the un- networks | and data per-
(Russia) | classified taining to
and classi- missile guid-
fied levels ance sys-
tems.”’
30 May Day State- Minor - Data degrada- DoD and | - Hacked and
Apr Spon- tion and alteration | University | defaced sites
to 6 sored networks
May (China)
2001

Source: Multiple.
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Figure 6: Information IOP As Decisive Point™

The threat is broad and enduring with respect to IOPs. All Instruments of Power

(IOP) are critical to the national security structure, ensuring strategic security goals can

be achieved and sovereignty remain unchallenged. The NSS states:

“An extraordinarily sophisticated information technology (IT) infrastruc-
ture fuels America’s economy and national security. Critical infrastruc-
tures, including telecommunications, energy, finance, transportation, wa-
ter, and emergency services® , form a bedrock upon which the success of
all our endeavors--economic, social, and military--depend. These infra-
structures are highly interconnected, both physically and by the manner in
which they rely upon [IT] and the national information infrastructure.””

While no one IOP operates in a vacuum (Fig. 6), Information increasingly underpins the
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other three, yet has proven to be the most vulnerable, even as US society becomes more
dependent on it in peace, conflict, and war. To attack these centers of gravity,”' an ad-
versary will use the weakest decisive point, which this chapter has shown to be the In-
formation IOP.”” In addition, the other IOPs benefit from Unity of Effort--Constitutional
balances of power ensure the Diplomatic and Military IOPs exercised by the President in
concert with Congress are focused, while the Economic IOP achieves Unity of Action
through international market controls and an international body of law. The Information

IOP however, is rudderless, lacking both Unity of Action and Unity of Command.
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That U.S. infrastructure will increasingly be accessible and managed through the
Internet, making it particularly vulnerable.”® Tom Ridge, the director of the Office of
Homeland Security “hammered home” the pervasive nature of IT, warning “[d]estroy the

networks and you shut down America."”> Two significant sources of concern are the Y2K
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fixes and the telecommunications infrastructure, the latter due to the sheer amount of
Y2K fixes outsourced to foreign countries, offering myriad opportunities to install covert
backdoors.” The civilian (and therefore DoD) telecommunications infrastructure too is a
particular concern. In May 1998, 40M people were left without pager, ATM, and/or cell-
phone service when a single communications satellite, Galaxy IV, permanently failed
with no back-up.

That civilian telecommunications infrastructure is critical to the DoD as well, in
that 95% of all military communications is routed through commercial lines, including
highly sensitive intelligence data, which while not decipherable, remains highly vulner-
able to jamming.”” (That infrastructure is becoming increasingly dependent on GPS as
well, in that the precision timing provided by GPS synchronizes many of the internet and
cellular protocols, and is likewise highly susceptible to jamming.gg) Capt DelVecchio re-
searched the vulnerability of these DoD phone networks in that so many DoD phone calls
travel trough international switches.” His research found critical dependencies and secu-
rity concerns making DoD links, including secure DSN links, highly susceptible to tam-

100 o
making it a

pering, re-routing, and monitoring by any adversary--military or economic,
concern at every level of the conflict spectrum.

The threat is broad and enduring with respect to the spectrum of conflict. With

respect to Fig. 7, note that Information has matured into a force application role.'”" 10
weapons have been used by non-state actors, US Armed Forces, and adversaries against
the U.S. In Operation Enduring Freedom (OEF), the US used its diplomatic IOP to
shut down Somalia’s government, economy, and civilian infrastructure when it convinced

AT&T and British Telecom to cut off Somalia’s only international gateway, blocking Al
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Qaeda financial transactions. In Operation Restore Democracy (ORD), a Peacekeeping
Humanitarian Action in Haiti, a number of technical IO weapons were developed to shut
down the water and electricity, immobilize gas pumps, and “[jam] local radio and televi-

sion stations.”'%?

In Operation Deliberate Force (ODF), a Peace Enforcement action,
the DoD conducted computer attacks against the Yugoslavian IADS network. Finally,
Desert Storm, a Major Theater War, “leveraged information [and] brought to warfare a
degree of flexibility, synchronization, speed and precision heretofore unknown. By ex-
ploiting knowledge, it devastated Iraq’s formidable military machine”--and showed the

19 Information dominance has always been a

world what to expect, and how to prepare.
critical factor in war, as described in the first part of this chapter, but “STORM was dif-
ferent. . .it was a war where an ounce of silicon in a computer may have had more effect
than a ton of depleted uranium.”**

Summary. This chapter proved the threat is broad with respect to the conflict spec-
trum, actors, IOPs and time. The threat is growing because the need for information is
growing. But even as information becomes more critical, its development and exploita-
tion continues to fracture among the services and even ten years after the first information
war, the DoD has not yet standardized definitions, doctrine, or organizational focus.
Many high-ranking officials,'” as well as the Chinese, have warned of a coming Elec-
tronic Pearl Harbor. The term is inappropriate. The US was attacked on 7 Dec 1941
with no indications and warnings. The more appropriate term when the US is attacked
will be Electronic Blitzrieg, combined arms warfare hitting hard and fast. The Govern-

ment must either re-engineer an effective countermeasure, or develop a new one. Chap-

ters 3 and 4, respectively, consider both.
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3! Note: Graph in Figure in upper left taken from Joint Publication 3-13: Joint Doc-
trine for Information Operations. Washington, DC., 9 Oct 1998, I-12.

32 Sun Tzu. The Art of War. Edited and translated by Samuel B. Griffith. New
York: Oxford University Press: 1971, 41.

33 Executing couriers (from which we get the adage “Don’t kill the messenger”) was
in fact an early form of information warfare, as was killing forward cavalry scouts before
they could return to their encampment. As Total War emerged in part due to the re-
sources provided by the Industrial Age, communication became critical. Thus, it became
a capitol offense to kill and/or detain a courier carrying official dispatches. This refer-
ence is no analogy--the notion lives on in international laws that forbid tampering with ei-
ther national technical means to verify treaty compliance or jamming communication
lines between nuclear states.

** In January 2002, upwards of 27 several highly sophisticated listening devices
(some even requiring SATCOM activation), were found aboard China's presidential air-
craft, a new Boeing 767-300ER which Boeing was retrofitting under contract to Beijing.
The Chinese have accused the US Government of planting the devices. Akin to when the
US discovered the Soviets had planted hundreds of listening devices in the US Embassy
in Moscow, the event caused little concern. A Chinese security expert noted: “This kind
of thing is to be expected . . .Even if our relations were excellent, we would still spy on
each other." (See: John Pomfret. “China Finds Bugs on Jet Refitted in U.S.” Washing-
ton Post Online, 19 January, 2002, n.p. On-line. Internet, 3 February 2002. Available
from http://www.taiwansecurity.org/WP/2002/WP-011902.htm.)

3 Machiavelli agreed, noting “Nothing is more worthy of the attention of a good
general than the endeavor to penetrate the designs of the enemy.” [emphasis added.]
(See: US Department of Defense. Joint Publication 3-13: Joint Doctrine for Information
Operations. Washington, DC., 9 Oct 1998, I-19. Quote originally attributed to Dis-
courses.)

3% Sun Tzu, The Art of War.

37 Hart went on to note “The predominance of the psychological over the physical,
and its greater constancy, point to the conclusion that the foundation of any theory of war
should be as broad as possible. . . . In most campaigns, the dislocation of the enemy’s
psychological and physical balance has been the vital prelude to a successful attempt at
his overthrow.™’ (See: B.H. Liddell Hart.. Strategy. New York, New York: Penguin
Group, 1991, 6.)

3% Carl von Clausewitz. On War. Edited and translated by Michael Howard and Pe-
ter Paret. (Princeton NJ: Princeton University Press, 1976), 117.

% Antoine Jomini as well demanded organized espionage directing that a “general
should neglect no means of gaining and multiplying sources of information, or over-
relying on information based on demands for rigid perfection.” Jomini likewise champi-
oned the pursuit of information while also recognizing its essential essence of accuracy.
“One of the surest ways of forming good combinations in war would be to order move-
ments only after obtaining perfect information of the enemy's proceedings. In fact, how
can any man say what he should do himself; if he is ignorant what his adversary is
about?®’ He went on to delineate the “Principal Sources of Intelligence, including: “A
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highly organized efficient system of espionage, reconnaissance by special units, . . . sys-
tematic analysis of courses of action open to the enemy based on information, logic, and
experience [and] Signals.” (See: Antoine Henri De Jomini. The Art of War. London:
Greenbhill Press, 1996.)

% Department of the Air Force. Air Force Doctrine Document 1. Air Force Basic
Doctrine, September 1997, 31-2.

1 US Department of Defense. Quadrennial Defense Review Report. Washington
DC: U.S. Government Printing Office, Sep 2001, 12.

42 «China's IO/IW research is in the early stages of research. It currently focuses on
understanding IW as a military threat, developing effective countermeasures, and study-
ing offensive employment of IW against foreign economic, logistics, and C4I systems.
Driven by the perception that China's information systems are vulnerable, the highest pri-
ority has been assigned to defensive IW programs and indigenous information technology
development.” (See: US Department of Defense. Report to Congress Pursuant to the
FY2000 National Defense Authorization Act: U.S. Report on China's Military Power
(2000). Washington D.C.: U.S. Government Printing Office, 2000, 3.)

* “Moreover, as the United States and other advanced nations more dependent on in-
formation technology in their military systems, they will become more susceptible to in-
formation warfare in operations. The revolution in military affairs places a bull’s eye on
the C4ISR that is critical to it. In the extreme, the ability of United States to project
power and to strike at will could be undermined if an otherwise weaker enemy interfered
with the links that network U.S. forces, fuse U.S. sensor data, and permit joint warfare.”
(See: Khalilzad, Aalmay M. and John P. White. Strategic Appraisal: The Changing Role
of Information in Warfare. RAND: Project Air Force. Santa Monica, CA: 1999. 62-3.)

* "Information-intensified combat methods are like a Chinese boxer who has knowl-
edge of vital body parts and can bring an opponent to his knees with a minimum of
movement." (See: Clarence A. Robinson, Jr. : “China's Military Potency Relies On Arms
Information Content.” SIGNAL Magazine, November1999, n.p. On-line. Internet, 20
Dec 2001. Available from http://www.us.net/signal/Archive/Nov99/china-nov.html.)

* The Air Force is the only the service at this time exploiting the asymmetric nature
of 10. Used asymmetrically, IO can be used to disable/harass conventional land, sea, air
and space forces. The USA and the USN doctrine, however, are still centered around us-
ing 10 symmetrically, that is, using 10 is a weapon used only to negate adversary IO ad-
vantages.

4 «Nations lacking military muscle could create an ‘electronic Pearl Harbor’ that
could defeat the U.S. by using electronic warfare to cripple America’s high-tech-
dependent armed forces. [In addition] "For countries that could never win a war with the
United States by using the method of tanks and planes, attacking the U.S. space system
may be an irresistible and most tempting choice. ...,” as noted in an official Chinese re-
port entitled “The U.S. Military's Soft Ribs and Strategic Weaknesses," revealed by the
official Chinese Xinhua news agency. Its content was authenticated by the American
Foreign Policy Council (AFPC). (See: “China Threatens 'Electronic Pearl Harbor' Attack
on U.S.” Infowar.com, 11 October 2000, n.p. On-line. Internet, 6 January 2002. Avail-
able from http://www.Infowar.com/mil c4i/00/mil c4i 101100b_j.shtml).
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Chapter 3

Mission Threat Analysis: The Need

Critical operational goals provide the focus for DoD's transformation ef-
forts: Assuring information systems in the face of attack and conducting
effective information operations, denying enemies sanctuary by providing
persistent surveillance, tracking, and rapid engagement, enhancing the
capability and survivability of space systems, and leveraging information
technology and innovative concepts to develop an interoperable, joint
C4ISR architecture.
—2001 Quadrennial Defense Review
Those at the tip of the spear do not care where their information comes
from . . .[t]o the special operator who is trying to help guide a bomb to a
target, it is of no consequence that the target's coordinates came from a
satellite, E-8 Joint STARS aircraft, or Predator unmanned aerial vehicle.
He simply wants the target destroyed-and fast.
—Gen John P. Jumper, Chief of Staff, USAF
Chapter 2 established the scope of the threat as broad, enduring and growing. In
keeping with the Mission Needs Statement construct, the second element of a MNS also
describes the mission need/deficiency in terms of its objectives, capabilities and doctrine.
This chapter identifies the deficiency as a dogmatic perspective that has thus far failed to
recognize the inherent synergies between symbiotic elements of 10 resulting in conflicts
between service and joint doctrine. It further asserts this conflict will continue to affect

proper development, maturation, and execution of the countermeasure necessary to defeat

the 1O threat.'® This chapter then posits a unifying definition for IO based on the QDR’s
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visionary and directive guidance to eliminate the deficiency.
Objective. Fig. 8 represents the fact that definitions begin with objectives which
evolve into doctrine. Definitions are critical. Vasquez noted that
“In defining a word, one may be doing a lot more than one suspects.” Fur-
ther, he noted that [because] “everyday definitions are derived from cul-

tural experience rather than scientific analysis, it is highly unlikely that
they will live up to this task.”'"’

In fact, “everyday” definitions and Service-specific “culture” are the very reasons
disparate terms have emerged and an effective 10 strategy remains undeveloped. Yet the
DoD has failed to name an executive agent to manage this growing area, repeating the
same strategy it employed for the space mission area for almost two decades. That hesi-
tance resulted in confusion, costly inter- and intra-service/agency rivalries, overlap, and
operational shortfalls, and a fractured space community.'”® The DoD cannot afford a
similar policy toward Information--it has skipped Steps 2 and 3 (Figure 2), and moved di-
rectly to execution. As a result, IO strategies have failed in their ultimate promise in the
conflicts articulated above. A lead service must define new constructs scientifically vice
culturally to enable its doctrine to properly steer force planning, equipping, organizing,
and training forces, and consider the implications to the Law of Armed Conflict (LOAC),
an acutely pertinent concern with the April 2002 ratification of the International Criminal

Court'”

and the US’s growing international dominance and consequent role.

Without a solid definitional construct, the DoD has been--and will continue to be--
unable to focus its forces and achieve unity of action''®--a concept relevant to any activ-
ity, not just battle. For example, the USAF has adopted the term Counterlnformation as

an analog to its air and space superiority roles (Counterdir and CounterSpace,""") replac-

ing established joint definitions with its air-centric doctrine. General Bob Gaskin, the Air
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Time/Law

Execution
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Unity of
Action

Definition Doctrine LUENES

Figure 8: Unity of Action Begins with Known Objectives and Solid Definitions

Force 4-Star in charge of doctrine in the late 1990s, commented as well that:

“Everybody trains, organizes, equips, to their service doctrine . . . [w]hen
the service comes to war, they come with their service doctrine, not a joint
doctrine.”'"?

The Army does not even accept that the DoD has entered into an “Information Age,”
and both it and the Navy construct 10 around symmetric attacks (i.e. IO against I0) and
myopically focus on cyberwarfare. JP 3-13’s construct for IO is also problematic, in that
it only states that IO “may include . . . CNA”'" and does not even consider CND a part
of Defensive I0.""* The QDR is clear in this regard:

“The [DoD] must also align, consolidate, or differentiate overlapping

functions of [OSD], the Services, and the Joint Staff. To do this, DoD will
develop recommendations to eliminate redundancy[emphasis added.]”'"

Definitions. Joint definitions should be rooted in the central purpose of the military-

-to fight the nation’s wars, as well as the way wars are fought and for what purpose.

5116

Clausewitz wrote “War is politiks by other means where the literal translation of

117
” Therefore each

politik is a triumvirate of “politics, policy, and history of the nation.
instrument of war must comply with those three aspects to ensure the integrity of the po-

litical Objective. The President states his international perspective (the political ele-

ment) in the NSS, which explains the criticality and vulnerability of the IT infrastruc-
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ture.'"® Policy is instantiated in various policy documents, including the NSS, NMS and

QDR. The QDR delineates six goals, summarized in Table 4, all of which are dependent

w‘@

[
" C AF
ds Needs
USN ‘ E "! iE; i

Needs Theory

e

- Defini-
tion

Air/Space
- Objec-
tives

ppiBguipping
Febersh Focus
Iskegal Issues

-Tech Focus
-Legal Issues

- Confusion - Wasted Resources
- Fog/Friction - Poor Interoperability
- Vulnerabilities - Sub-optimal Execution

Figure 9: Overlapping/Conflicted Concepts Fail to Achieve Unity of Action

on information, and four of which (2, 4, 5, 6) have information as their central, perva-
sive tenet. Finally, history is replete with examples of the criticality of information as
shown in Chapter 2 and in the QDR.'"”" Having met the three tenets of politik, the defini-
tional requirements to truly execute the IO weapon of war as a political instrument, can

be derived.
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Table 4: Definitional Construct Based on 10 Objectives Dictated by US Politik

Source

10 Objective

Connection to Information

NSS

Politics: “Critical infrastructures,
including telecommunications, en-
ergy, finance, transportation, water,
and emergency services, form a bed-
rock upon which the success of all
our endeavors -- economic, social,
and military--depend. We must un-
derstand the vulnerabilities and in-
terdependencies of our infrastruc-

tures. . .” 120

Therefore, the definition of IO must:
- Recognize Information’s contribution to
all IOPs
- Recognize totality of Infosphere

QDR Policy: “Protect bases of operation | - DoD to support state/local officials
Goal # | at home and abroad and defeat the | - Exquisite intelligence
1 threat of CBRNE Weapons,”lzl - Rapid, reliable C4ISR between ISR and TBM assets
QDR Policy: “Assure information sys- | - IO provide the means to rapidly collect, process, dis-
Goal tems in the face of attack and | seminate, and protect information while denying these
#2 conduct effective information op- | capabilities to adversaries.
erations” 2> - Influence perceptions
- Perform CNA/CND
- Conduct EW
- Defines IO as core competency
- Demands DoD develop an integrated approach
Therefore, the definition must:
- Provide for a Defensive component
- Provide for an Offensive component
QDR Policy: “Project and sustain U.S. | - Deception
Goal forces in distant anti-access and | - Rapid Logistics
#3 area denial environments”' > - Exquisite Intelligence
- Defeat long-range means of detection
QDR Policy: “Deny enemies sanctuary | - Capability to find and strike protected enemy forces
Goal by providing persistent surveil- | - Limit collateral damage
#4 lance, tracking, and rapid en- | - Bolster ISR investments
gagement.”]z - Emphasis on UAVs
- SOF need for enhanced ISR
- Additional emphasis on comm
Therefore, the definition of IO must:
- Provide for Symmetric Warfare
- Provide for Asymmetric Warfare
- Provide for a Support Role
QDR Policy: “Enhance the capability | - Space is a vital interest and therefore a friendly COG
Goal and survivability of space sys- | - Space assets offer an asymmetrical target which can
#5 tems.” > disrupt US “economic and societal stability, and na-

tional will”
- Space surveillance is foundation
- Must enhance C2
- Pursue Space control
Therefore, the definition of IO must:
- Recognize Information’s contribution to
all IOPs
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Table 4 (Cont.): Definitional Construct Based on 10 Objectives

Source 10 Objective Connection to Information
QDR Policy: “Leverage information | - IT is key foundation to transformation
Goal technology and innovative con- | - Demand for interoperable comm
#6 cepts to develop interoperable | - Interoperability is key element
Joint C4ISR”'2¢ - Backward compatibility for legacy systems
- Focus on end-to-end C4ISR
- Exploit out current advantages
Therefore, the definition of IO must:
- Provide for Analog Data exchange
- Provide for Digital Data Exchange
- Include C4ISR/requisite interoperability
- Have information as a central tenet
QDR Policy: “A multifaceted approach to | Therefore, the definition of IO must:
deterrence is needed. [It] requires - Recognize totality of Infosphere
forces and capabilities that provide - Be applicable across the conflict spectrum
the President with a wider range of from peace, through MOOTW, to
military options to discourage ag- MTW
gression or any form of coercion.” !’ - Contain graduated levels of exploitation
QDR Policy: “A central objective of the Therefore, the definition of IO must:
review was to shift the basis of de- - Be effects based
fense planning from a "threat-based"
model that has dominated thinking in
the past to a "capabilities-based"
model for the future.”'?®
QDR Policy: “This transformation will be | - Radical transformation is critical. The DoD needs to
conducted in a timely but prudent continue to accelerate it to optimize its promise
manner. ...prudence dictates that - The DoD cannot move so fast toward the future that it
those legacy forces critical to DoD's | abandons current capability
ability to defeat current threats must | - Recognize the need for new organization, force struc-
be sustained as transformation oc- tures, and systems
curs. Consequently, while emphasiz- | Therefore, the definition of IO must:
ing transformation, DoD will also se- - Improve/not abandon current concepts
lectively recapitalize legacy forces.” | Therefore, the definition of 10 should:
- Embrace new organizational constructs
QDR History: “Kosovo underscored the - High capacity
need for high-capacity, interoperable | - Multiple transmission mediums
communications systems that can - Interoperability
rapidly transmit information over se- | Therefore, the definition of IO must:
cure, jam-resistant datalinks to sup- - Provide for Analog & Digital exchange
port joint forces.” 22 - Include C4ISR/requisite interoperability
Ch2 History: Multiple threats across the | Therefore, the definition of IO must:
spectrum of actors, time, conflict, - Be applicable across all threat domains
and IOPS. - Be long-term
- Contain graduated levels of exploitation
Future - USAF taking on increased role - Future threat vs. capability violates span of control
See Chapter 4 for details
Therefore, the definition of IO must:
- Have nominal span of control
Joint Policy: Space provides information - Therefore, the definition of IO must:
Doctrine

- Recognize true contribution of space
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Definition. Table 4 delineates the required/desired attributes of the definition of IO.
Being multi-faceted, an umbrella concept is necessary. Concepts abound: Command and
Control Warfare (C2W), 10, Information Superiority, Information Warfare (IW), C4ISR,
and Electronic Warfare (EW). As shown in Table 5, however, each of these are deficient
in that they fail to incorporate the comprehensive thrust of the QDR without eliminating
redundancies or filling current gaps. FigurelO portrays this “kill-chain” hierarchy, dem-

onstrating information becomes both an enemy and a friendly CoG and therefore has

. Offensive Defensive Analog k

Leadership f

¥ e

+———— Offensive - Defensive Analog ——

Figure 10: Expansion of Warden’s Inner Ring with respect to Information Ops

both an offensive and defensive component--e.g. CND is the protection analog of the
CNA offensive mechanism."*® Furthermore, this hierarchy and its elements (the spikes)

pervade Warden’s five rings, bridging his ring and other nodal models. Simply stated, IO
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provides and protects many and myriad sources of data, which when processed by ma-
chine or human becomes information, which upon analysis becomes intelligence. This
throughput is aided by information technology (IT, including computer hardware, soft-
ware, etc.) and other peripherals necessary for communication which commanders use to
organize and command and control their forces. Communications all employ the elec-
tromagnetic spectrum (EM) and/or electric/electronic connectivity. Thus, it’s not the
hardware or source that’s important--it’s the information they carry, that is the ac-

tual objective, effect-based target.

INFORMATION OPERATIONS
RELATIONSHIPS ACROSS TIME

INFOVAMATION DPERATIONS

|NFESAMAT O ASBURANEE

INF ORRATIOMN WAHFARE
SPECIAL INFORMATION OPERATIONE
I
| I
nau—]blcnm—h Conflicl —--I Reiam 10 Peas

*

Figure 11:The Definition of 10 is Constrained to Crisis/Conflict''

Comparing these umbrella concepts discussed above in tabular form (Table 5) for
ease, deficiencies are striking. For example, the current joint definition of 10--“Actions
taken to affect adversary information and information systems while defending one’s
own information and information systems--conducted during time of crisis or conflict to

95132

achieve or promote specific objectives over a specific adversary or adversaries,” ™ is in-

complete in that by definition it is applicable only during crisis/conflict'*® (Fig. 11). JP
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3-13’s construct for 10 is also problematic, in that it only states that IO “may include . . .
CNA.”"* And JP 3-13 does not even consider CND as a part of Defensive Information
Operations. Finally, EW is insufficient in that it is constrained to the EM spectrum, and
thus cannot fully encompass CNA/CND operations. Similarly, the terms cyberwarfare
and net warfare are likewise incomplete as they are centered on computer systems and
software. Of most concern, however, is the stove-piped construct within which each
of these fields lie. Understanding what must be done to atfack information, highlights
what must be done to protect information. Unfortunately, the fields of C4ISR and 10
have been segregated. Electronic warfare and information operations have also been seg-
regated. This is particularly troublesome given that EW is governed by the same laws in

135 This fact alone makes achievements in

all environments--sub-surface, air, and space.
ground-based, aircraft-based, and eventually space-based jammers invaluable to all. Fi-
nally, USAF terms for information operations, information warfare, and information su-
periority differ from those of joint doctrine, which should take precedence. The result is
wasted resources, lack of interoperability, and increased fog and friction.

Nor does the USAF follow its own joint doctrine consistently with respect to
space, betrayed mainly by 1) the need for space to remain within the purview of the
USAF and 2) a medium vice effect mentality, an artifact of the Constitutionally-derived,
geographically-based separation of service roles. This Euclidean-based, land-sea-air-
space handicap, likewise codified in the UCP and JP 3-33, was also criticized by Secre-

d.”*® This regionalized

tary Rumsfeld referring to it as “old think” and “too regionalize
mindset unfortunately obscures space operations fundamental capability and effect--

space operations are fundamentally a subset of information operations
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This premise is not only a product of physics and current use, but follows from
joint and service doctrine which clearly and correctly characterize the contribution of
space assets. For example, AFDD 2-2 consistently describes space systems as informa-
tion sources: “Space systems provide . . .timely, accurate, and reliable space-derived in-
formation, data products, and services.”">’ And although USAF leadership has not
stated that space is a subset of information, several comments intimate they too consider
space to be composed of enabling information assets. Space assets are simply informa-
tion sources, and will remain so for the definable future--their utility is derived from the
data they downlink. Once satellites execute their payload, the satellite fundamentally

® whether it’s a platform for all-spectrum imag-

becomes a communications satellite,"
ing," collecting signals, detecting launches, providing navigation, or relaying communi-
cations.

The QDR likewise emphasized offensive and defensive space control, noting such
activities were necessary to protect the “US national information infrastructure.”'*’
Space control methods will revolve around EW techniques. Consortium use, interna-
tional repercussions, and the permanent effect of orbital debris in the most cherished or-

141

bital regimes will preclude the use of kinetic type weapons. The AF’s embryonic

space control efforts "focus only on negation technologies which have temporary, local-

142 .. . .
"% This is consistent with remarks from Gen Estes, who ex-

ized and reversible effects.
plained that space control was not about “destroying space assets of other nations, but
negating them, stopping them for a period of time.”'** As such, the resulting definition of

Information Operations must be include the contributions of space. Future space control

weapons only target spaced-based/space-derived information sources, whereas the data
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carried may traverse multiple ground lines, cable, fiber, telephony, and/or multiple satel-

2

lite “hops.” Cable and fiber lines are being installed at an exponentially growing rate--
not so with the satellite industry now plagued with multiple bankruptcies, expensive and
vulnerable service, and disenchanted investors. Finally, targeting a system just because it
resides in space is input-based, not effects-based (and certainly not capability based, as
demanded for all future procurements vis-a-vis the QDR) and leads to myopic targeting,
obscures redundant paths and automatic fall-overs, and eventually leads to antiquated
stove-piped, Euclidean-based acquisitions.
Synthesizing the key aspects of these definitions to meet the needs to promulgate the

QDR direction, a new definition of Information Operations can be constructed:

“Continuous military operations conducted within the Infosphere that enable,

enhance, and protect US capabilities to collect, process, and act on informa-

tion through a deliberate, integrated C4ISR architecture to achieve symmetric

and/or asymmetric advantages across the full range of actions required by all
national instruments of power in support of national security objectives.”
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Table 5: Definition Conflict

Element Information Information Information Su- Information
Operations Warfare periority Dominance
Actions taken to Information That degree of The degree of in-
affect adversary in- | operations con- dominance in the formation superior-
formation and ducted during time information do- ity that allows the
information systems | of crisis main possessor to use in-
while defending or conflict to which permits the formation systems
one’s achieve or promot